Hackers.

Transfigoroute Holland

Door Harm Blankers en Jan van der Put
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01 Who are we?

Wat doet REQON Security

- Penetrationtesting
- Incident Response & Digital Forensics

- IT-Security Consultancy
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01 Who are we?

Kwetsbaarheden gemeld in 0.a. :

- Facebook

- Marktplaats

- De Nederlandse Loterij (Toto)
- OnStage
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01 Hacking

i

“The ability to
predict and detect
human error, and
the knowledge to
exploit them”

Q



02 Hacking als dreiging

!
4

Massa gerichte hacker

Doelgerichte hacker
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03 Massa gerichte hacker

Methode staat vast

?

Doelwit onbekend
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03 Massa gerichte hacker

Methode bepalen:

exploit-db.com
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http://exploit-db.com

03 Massa gerichte hacker

Doelwit bepalen:

'Q SHODAN

- .


http://shodan.io

03 Massa gerichte hacker

NETGEAR genie- outkr Fiieusts Vet

WNR1000v2 V1.1.2.50
| ADVANCED

Ingebroken in de router -

Account Name (If Required

Domain Name (If Required
Internet IP Address

» Security

» Administration

» Advanced Setup

HELP & SUPPORT Documentation | Onfine Suppont | Router FAG SEARCH HELP B
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03 Massa gerichte hacker

M “Wireless Network Connection [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)]

File Edit

(=)

View Go Capture Analyze

X2

Statistics Telephony Tools Internals

Filter:  http

We zijn binnen. Wat nu?

No. Destination

69.195.124.

192.168.43. 4

192.168.43.42
00 &

69.195.124.

Time Source

.8306270192.168.43.42
.648051069.195.124.112
3.5363370108.160.162. 52

§ Q.19
239240192.

HTTP
HTTP
HTTP
HLI1P

34960192 95.124.
. 5163760 192

- Password sniffing

- Services open zetten

+ Transmission Control Protocol, Src Port: 57803 (578
" S nSEer.p

f'Line-based text data: application/x-www-form-urlencoded

- Toegang tot file shares

all POST variahles have heen cantureq in plaintext

0000
0010
0020
0030
0040

fatal<al

@ *7 | Frame (frame), 724 bytes Packets: 666 - D Profile: Default

Protocol

Help

B aaan @® s

V‘ Expression... Clear

Save

Length Info

1188

22
233

GET / HTTP/1.1
HTTP/1.1 200 OK
HTTP/1.1 200 OK
. jbe?hg in
/index. php HTTP,

(text/html
(text/plai
=740
POST

7 GET Tdashboard.php HTTP/1.1

[TCP Retransmission] GET /s
HTTP/1.1 200 oK (text/html

»

)3), Dst Port: http (80), Seq: 1, Ack: 1, L

email=admin%40google. com&password=Password2010&r emember_me=Remember+me
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Create your own ransomware!

@~

03 Massa gerichte hack

Bitcoin address for receiving your cut.
Ransom. Minimal ransom is 0.01 BTC. Maximum is 1 BTC

Please enter captcha.

Ransomware maken
was nog nooit zo eenvoudig

GET YOUR RANSOMWARE!

What is this?

This is ransomware. Once launched on the computer it will encrypt files and demand ransom

Other features of the service

- No registration required

- Ransom from 0.01 BTC to 1 BTC
- Automatic payouts

How can | earn money with it?

Create it using the form on top of the page and spread it. Once someone pays the ransom you
will get part of the paid money(90%). Please note that we take 10% commsion from paid
ransoms

Contacts and support
xver
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03 Massa gerichte hacker
@%@&
P

Rinse and repeat, want...

VMassa
S

kassa
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04 Doelgerichte hacker

Doelwit staat vast

?

Methode nog onbekend
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04 Doelgerichte hacker

Fase 1:
Onderzoek het doelwit

a.k.a. Reconnaissance

Reconnaissance
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04 Doelgerichte hacker

Onderzoek naar personen:

'--have | been pwned?

haveibeenpwned.com Check if you have an account that has been compromised in a data breach

email address or username pwned?

17/20 | REQON Security

Q


http://haveibeenpwned.com

04 Doelgerichte hacker

Fase 2:
Onderzoek het doelwit op

kwetsbaarheden in zijn systemen
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04 Doelgerichte hacker

Fase 3:

Uitbuiten van kwetsbaarheid voor resultaat

Exploitation

te
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Fin.

Contact

Harm Blankers Jan van der Put

in | /in/hblankers in | /in/jvdput

https://reqonsecurity.nl -



